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• Alongside the rapid growth of AI 
vulnerabilities, we are now seeing the 
first wave of companies beginning to 
adapt their disclosure practices. 

• However, how AI vendors define, 
structure, and communicate disclosure 
policies remains largely undocumented. 

• To address this gap, we conducted a 
mixed-methods study. We ask: 

What is the state of vulnerability 
disclosure in the AI industry?

How do vendors approach AI 
vulnerabilities? 

What is the alignment with AI 
incidents and research?

① Yearly distribution of AI security papers 

② Monthly distribution of AI incidents 

③ Coverage of Disclosure Policy Elements 

④ Monthly Cumulative AI Mention Updates by Elements 

① AI companies vs Disclosure Approaches ② AI Vulnerability Types with Eligibility 

Vendors explicitly 
define AI vulnerabilities as in scope and wel- 
come reports
. ​

Policies make no mention of AI vulns, 
leaving ambiguity for researchers

Vendor policies exclude AI vulns 
from scope or provide no reporting channel
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• Only 64% of AI companies maintain a 
disclosure channel, and explicit reco- 
gnition of AI vulnerabilities is limited 
(18%), with approaches varying widely.  

• Disclosure policies and academia have 
more focus on upstream technical issues 
in isolation, relative to the AI incidents 
that are dominated by content safety 
issues. 
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